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1-What are four published official resources (national strategies, International Codes, national acts etc) available to the port FSO in assessing domestic and international risks associated with terrorism and other criminal activity threats posed to port maritime operations?

Facility Security Officers (FSO) oversee the entire security of a facility in terms of physical security, and access control. They are responsible for granting access requests, responsible for the security of the facility and the employees. They are responsible for vetting employees and other individuals accessing secure areas. Their job is particularly important and requires the support of government legislation. Four government legislations or enactment that greatly support and provide and strong framework for FSO are the Maritime Transportation Security Act, the SAFE Port ACT, the SMART Port Act, and the Small Vessel Security Strategy (SVSS). Even though these legislations together provide an extraordinarily strong support, when considered separately, they present some weaknesses. 
Maritime Transportation Security Act of 2002 was the first legislation aimed at deterring the impending attack from terrorists as well as other criminals on the Maritime Transportation System (Homeland Security 2003). It requires that all ports should carry out a threat assessment test to understand the susceptibility of the port to threats. It also gives the vessel and port the authority to recommend and implement measures that ensure the security of the facility based on the vulnerability assessment test results targeting passenger screening, conducting patrols, restricting specific areas due to security matters, and the establishment of identification procedures and installation of CCTV. 
The act is strong in enabling the detection of security threats (Fitzgerald et al 2020) and mitigating them long before they arise and thus prevent damage to properties, loss of life, and therefore increasing national security (Homeland Security, 2020). It also enables coordination in the port as it requires a formation of the Area Maritime Security Committee mandated to conduct coordination of all stakeholders in deterring security threats.
The law greatly focused on the mitigation of accidents and deterring the impending terrorist attack based on the September 11 attack (Legislation.gov.au 2020). The law greatly concentrated on the external invasion and gives little focus on the domestic attacks. Even though the law is successful in addressing terrorism and improving port security, it can be improved by increasing its focus on the vast number of small vessels located across all ports in the United States (Seaman Memories, 2020). Due to their huge numbers, the security team finds it hard to distinguish the legitimate and illegitimate vessels. 
SAFE Port Act recommended drastic measures to improve maritime security such as the creation of a biometric system for all workers in the port, the introduction of the Nuclear Detection Office mandated at developing and running a severance program of the deep seas, tracking container movement, licensing of consignment shippers, and enforced training of workers. The act’s recommendation drastically improved port security and mitigated terrorist attacks (Lloyd's Register, 2020). Most importantly, its recommendation has resulted in great performance efficiency of operation within the ports as well as on the waterway (Bichou, 2009). 
The act recommended several changes that improved port security. However, the act had not predicted the current day threats brought by the improvement of technology and knowledge. For instance, it did not address the threat posed by cyber-attack which has become one of the greatest current day security threats. The law needs more improvement to address the issue of cyber-attacks and other emerging issues that pose security threats to the ports.  
 
The SMART Port Security Legislation allows the use of technological surveillance and coordination equipment to protect the port. It recommends the improvement of port security by deterring the occurrence of an event using technology. It allows the sharing of critical security information to promote waterways security. 
The SMART port improves security capabilities of a port which leads to a more sustainable, environment friendly, and improved port that is capable of efficiently handling ever-increasing traffic of goods and services at the port in a secure manner (National Security 2020). Automation of some processes such as loading, transporting, and dispatching, saves cost, time, and reduces the number of employees in a port. The use of artificial intelligence, such as robots, along with the use of sensors and cameras have improved port safety by adding a layer of security.
The regulations introduce the use of advanced technology in addressing the security of ports and waterways. The use of technology is likely to become obsolete as time goes by, therefore making it prone to hacking. All things considered; The SMART Port Security Legislation can be improved by addressing this issue by recommending a task force that constantly improves the technology. 
Before the Small Vessel Security Strategy (SVSS) was put in place, the focus was mainly put to the large vessel and ignoring the risk of the small one. The focus of the SVSS is aimed at the security threat caused by the existence of small vessels (Homeland Security 2019). It addresses the risk factor caused by small vessels such as smuggling goods, terrorism, drug trafficking, explosives, and weapon smuggling, among others.
The SVSS recommendation serves as a successful guideline for the control of small vessels and addressing the security threat they pose to the country. Its law allowed the partnership of the Homeland Security and the small vessel owners in improving the technology used in the detection and deterring smuggling of weapons, people, drugs, and counterfeits. Thus, it allowed for coordination and cooperation amongst the local community, the federal government, private owners, and international partners. 
The law is successful in addressing security concerns caused by small vessels. However, its implementation is hampered by the number of small vessels across the country. According to Rider (2020), there exist more than thirteen million registered recreation boats, eighty thousand fishing boats, and more than a hundred thousand commercial vessels. Thus, collecting and analyzing information from all these vessels is problematic. Therefore, a study is needed to address this challenge and recommend the best and practical solution. 


2-What is the role of MTSA 2002 required Area Maritime Security Committee or AMSC? Why is this organization critical to the secure operation of a port? Be specific. Are there areas within the security regime that committee members can work more closely?  

The Area Maritime Security Committee was established by the Maritime Transportation Security Act 2002 (MTSA 2002) to coordinate all the security apparatus of a port. It also synchronizes all the involved agencies and their operations such as that of the federal government, local authorities, maritime industries as well as boating organizations. It has an obligation to planning, deterring, and prepare marine security issues and guidelines. Thus, the committee ensures that a port under their jurisdiction is well secured against internal and external security threats. This ensures that the area’s resources are well utilized in prevention, deterring, and immediately responding to terror menaces, (Crowell, 2020). The committee comprises local government officials, the FBI, border polices, and other government organization representatives. There are forty-three committees across the united states that protect more than twenty-five thousand miles of maritime water useful for commercial purposes. 
The AMSC is vital in strengthening the coastal security system and thus protect the properties, life, and severity of the United States from external invasions. The increase in maritime security has improved the importation and exportation of goods and services in the United States. According to the AMSC (2017), ninety percent of exports and imports in the U.S are through waterways. The report indicates that the marine economy creates about twenty-three million jobs which translates to more than four and a half billion U.S dollars a year. The committee established a secure working environment by creating open communication, effective coordination, and proper planning for the investors and workers, which promoted the growth of the economy. 
The committees have a role in tackling the emerging issues and security threats that arise because of improved technology increased knowledge and improvement because of globalization. This dynamic maritime challenge includes cyber-security as well as national energy transportation. The committees organize meetings that discuss the way forward towards solving the emerging issues affecting the country. For example, about twenty-nine AMSC has established subcommittees to handle cybersecurity threats which have shown consistent successful results. The success of this operation can be attributed to the establishment of these committees. 
The committee has played a role in coordinating opportunities aiming at the realization of effective security response, threat prevention, and recovery of stolen goods. Besides the committee has a role in mitigating active shooting that poses a significant security threat in the maritime sector. In New Jersey and New Yolk cities committee, a subcommittee has been formed to assess the risk factor of the active shooting and recommend response protocols. The AMSCs have the responsibility of nuclear detection and preventive radiological (Crowell, B., 2020). In collaboration with the Domestic Nuclear Detection Office (DNDO), the committees detect and neutralize dirty bombs and nuclear weapons before being smuggled into the country. Other roles played by the committees include organizing security training seminars to ferry and boat operators; it develops the training program. 
There are other areas within the security command that commission members can affect more closely, such as the cybersecurity team and other physical threats that threaten the normal operations of the maritime environment. The economic progress of the U.S would be determined by the active border and oceanic control protocols. 


3-Define and give examples of maritime Cyber terrorism. How does it threaten port security operations now and in the future? 

Over many years cybersecurity is a matter of concern in many port security systems that include the use of computers, phones, emails as well as communication channels. Since they employ the use of technology, cyber hackers can illegally have access to the system and thus acquiring confidential and classified information. Besides, malware such as viruses and worms can be introduced into the system by malicious people. These practices not only damage the software equipment but also can delete, change, or damage the stored information. The loss of such critical information can be disheartening and hinder communication or regular work progress of the institution, (Abomhara, 2015). Besides, the information illegally acquired using hacking and the use of malware can be used by the terror group in reorganizing their activities. From the above explanation, cyber maritime terrorism can be defined as the use of internet and computer technology to conduct illegal activities, gain unauthorized access to a system or gain confidential information from the maritime system without authorization from the owner. 
The Area Maritime Security Committee report of 2017 indicated that one of the largest shipping companies in the United States was adversely affected by virus infection. Its communication gadgets and systems such as phones and emails were adversely affected. Luckily, the virus did not affect the operating systems of the vessels. However, the effect was significant enough to force the company to shut down all its IT systems affecting not less than seventy-six shipping terminals worldwide (Rider, 2020). This incident remains a worldwide reminder of the potential damage cybercriminals can course to a nation.
 Maritime Cyber terrorism can also entail the targeted infiltration of the vessel system. The most venerable system includes Global Positioning Systems (GPS) as well as its various nautical charts (Crowell, 2020). GPS spoofing gadgets have been used to hack the vessel’s system and misleading it to other locations where its cargo can be offloaded to an unintended destination. 
Since technology is advancing each day, the effect of Cyber maritime terrorism also advances, (Rider, 2020). The future cybercriminals might likely develop their tricks and technology to course more adverse threats to the marine industry. They are also likely to use this advancement to access confidential organization information. It is, therefore, the responsibility of the marine industry to continually upgrade its data security system to withstand the threat posed. Emphasis should be made to data management, vessel propulsion, area navigation, and cargo related utilities. 
Undoubtedly, maritime security is ranked low as compared to other transport industries such as air and railway that uses computer-operated technology to run. This is attributed to the vastness of the industry. It comprises different types of vessels that are run by the different operating systems. It, therefore, becomes hard to harmonize a strong security system that would work in all the vessels. Besides, the water vessels usually run on an operating system developed to work for at least thirty years. With time, the systems become outdated and prone to hacking. Moreover, it becomes hard to develop a security system that would become compatible with those systems. These weaknesses predisposed a maritime system to cyber-attack such that radio communications can easily be hacked exposing confidential information to an unauthorized party. It is hence, important for the port authority in corroboration with other concerned organizations to continuously update the technology used to prevent cyber terrorism.   
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